NHO®OPMALIMOHHASA ITAMATKA
JJIA OBYUYAIOIIUXCA JJIAA PASMEIHIEHUSA
HA O®PUIIUAJBHBIX HHTEPHET-PECYPCAX

C KaXJbpIM TOJIOM MOJIOJICKH B HHTEPHETE CTAHOBUTHCS OOJIbIIE, a MIKOJIBHUKH OJHU U3
CaMbIX aKTMBHBIX Iojib30Barenel Pynera. Mexay TeMm, NOMMMO OIPOMHOTO KOJMYECTBa
BO3MOXHOCTEH, NHTEPHET HECET M MpoOJieMbl. JTa MaMsTKa JO0DKHA IOMOYb Tebe 0e301acHo
HaXOJUTHCSI B CETH.

KommnerorepHsie BUpyCHI

KoMmnbloTepHblii  BUpPYC - 3TO  PAa3sHOBUJIHOCTb  KOMIIBIOTEPHBIX  MPOrpamm,
OTJIMYUTEIILHOW OCOOEHHOCTBIO KOTOpPOWM SIBJISIETCSl CIOCOOHOCTh K pa3MHOXKEHHI0. B
JIOTIOJIHEHUE K ATOMY, BHPYChl MOTYT MOBPEIUTh WM MOJHOCTHIO YHUYTOXKUThH Bce (ailiibl U
JaHHbIE, MOJKOHTPOJbHBIE IOJIH30BATEN0, OT UMEHH KOTOpPOro ObLla 3amylleHa 3apa’keHHas
IporpaMMa, a TaKKe MOBPEAUTh WIM JaXXe YHUUYTOKUTh ONEPALMOHHYIO CHCTEMY CO BCEMU
¢aiinamu B 11e710M. B O0NIBIIMHCTBE ClTyyaeB paclpoCTPaHSIOTCS BUPYChl Yepe3 UHTEPHET.

MeTo1bl 3a1IUThI OT BPEAOHOCHBIX TPOIPaMM:

1. Ucnonb3yit coBpeMEHHBIE ONEPAMOHHBIE CHCTEMBI, HMEIOIINE CEPhE3HBIH yPOBEHB
3alUTHI OT BPEJJOHOCHBIX MPOTPaMM;

2. TlocTossHHO ycTaHaBnMBail mautn (UM(POBHIE 3aIlIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHaBIMBAIOTCSA C IeNbl0 JIOpabOTKM TpOTrpaMMbl) U Jpyrue OOHOBJIEHHUS  CBOEH
omnepanroHHoON cucteMbl. CKkaunBai X TOJIBKO ¢ 0(UIIMATBHOTO caiita pa3padotunka OC. Eciu
CYIIECTBYET PEKHUM aBTOMATUYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE MOJ TPaBaMH MOJIb30BATElNs, a HE aMHHUCTPATOPA.
DTO HE TMO3BOJHUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTPAMM HMHCTANTAPOBATHCA HA TBOEM
MEPCOHATBFHOM KOMITBIOTEPE;

4. Vicnonp3yli aHTHBUPYCHBIE TIPOIPAMMHBIE TPOIYKTHI M3BECTHBIX IPOM3BOIMTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanndb GU3MIECKUH JOCTYI K KOMITBIOTEPY IS TIOCTOPOHHUX JIMIL;

6. Mcnonb3yii BHEIHME HOCHTENU HH(OPMAIMK, Takue Kak (uielka, JUcK uid Qaiin u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHHUKOB;

7. He oTKpbIBali KOMIIBIOTEPHBIE (aiiyIbl, MOJTYYCHHBIE U3 HEHAIEKHBIX HUCTOYHUKOB.
Jaxxe Te ¢aiiibl, KOTOpbIe MPUCTAT TBOK 3HAKOMBIN. JIydille yro4HHM y HEro, OTIPABIIUI JIU OH
Tebe ux.

Ceru WI-FI

Wi-Fi - 3T0 He B mepeayun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OpeH, Mapka. Eie
B 1991 rogy nunepnanackas kommanus 3apeructpupoBana opens « WECA», yto o0o3Havano
coBocouetanue « Wireless Fidelity», koTopslii mepeBoIUTCS Kak «OECPOBOIHAS TOYHOCTDY.

Jlo Hamiero BpeMeHH Jollia apyras abOpeBuarypa, KOTOpas SBISETCS TaKOU e
TexHojorueil. 1o abopeBuarypa « Wi-Fi». Takoe Ha3BaHUE OBLJIO TaHO C HAMEKOM Ha CTaHIApT
BhICIIEH 3ByKOBOU TexHUKHU Hi-Fi, 4To B mepeBoie 03HaYaeT «BBHICOKAS TOUHOCTHY.

Ja, GecrimaTHBIA MHTEPHET-IOCTYN B Kade, OTeIsX U a’dporopTax sBISETCS OTIMYHOU
BO3MO’KHOCTBIO BBIXOJa B MHTepHET. HO MHOTHE 3KCHepThl CUUTAIOT, 4To oOmenocTynHbie Wi-
Fi cetn He ABIISAIOTCS OE30TIACHBIMH.

CoBeTbl 110 6€3011aCHOCTH PabOTHI B 001IeA0CTYHBIX ceTsix Wi-fi:

1. He nepenasait cBoro nmunyro uHpOpManmio depes obmiemoctymusie Wi-Fi cerw.
PaGotas B HUX, *KeNaTeNbHO HE BBOJUTH MAPOJIH JOCTYIIA, JIOTHHBI U KaKrue- TO HOMepa,



2. Vicnionb3yit 1 0OHOBJIAN aHTMBUPYCHBIE IPOrpaMMbI M OpanaMayep. TeM caMbIM ThI
obe3omacuinib ce0s OT 3aKaYKu BUpYyca Ha TBOE YCTPOICTBO;

3. Ilpu ucnonszoBanuu Wi-Fi ortkmoun ¢ynkumro «O6mmit poctyn K (aitnam u
npuntepam». JlanHas (QyHKIMS 3aKpeITa MO YMOJYAaHHIO, OJHAKO HEKOTOPBIE IOJIb30BATENN
aKTHUBHUPYIOT €€ JUIsl yA00CTBa MCIOJIb30BaHus B paboTe mim yueoe;

4. He ucnons3yii myGnuunsiii WI-FI s mepenaun IMYHBIX JaHHBIX, HAPUMED JUIS
BBIXOJIa B COLIMAJIbHBIE CETU WX B AJIEKTPOHHYIO MIOUTY;

5. Hcnonk3yii Tonbko 3amminennoe coeaunenue yepes HTTPS, a me HTTP, T.e. npu
Habope BebO-aapeca BBo i nMeHHO «https://»);

6.B wmoGwibHOM Tenedone orkmoun (ynkuuio «lloakmouenne k  Wi-Fi  aB-
ToMaTH4ecKkn». He mormyckaii aBTOMaTHYeCKOTO MOJKIIOYEHUs YCTpoicTBa K cetsiM Wi-Fi 6e3
TBOETO COTJIACHSL.

ConuanbHble ceTu

ConuanbHble CETH aKTUBHO BXOJST B HAllly ’KM3Hb, MHOTHE JIIOAU pabOTaIOT U KUBYT
TaM IOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MUIUIMApA YEJNOBEK, YTO SIBJISETCS OJHOMU
celbMOM BceX KUTeNled MlaHeThl. MHOrue mnoJjib30BaTelM HE NMOHHMMAIOT, 4TO HH(OpManus,
pa3MelieHHasl UMU B COI[MAJIbHBIX CETSAX, MOKET ObITh HaliJleHa U MCIOJIb30BaHa KEM YTOJHO, B
TOM 4Hcle HE 0053aTeIbHO ¢ OJIariMU HAMEPEHUSIMH.

OcHOBHBIE COBETHI 110 0€30MaCHOCTH B COLUATBHBIX CETIX:

1. Orpannus cnmcok napyseil. Y Tebs B Apy3bAX HE JOJDKHO OBITH CIOydaiiHBIX H
HE3HAKOMBIX JIFOJIEH;

2. 3ammimiail CBOIO 4YacTHYIO u3Hb. He ykaspiBail maposm, TeneoHBI, aapeca, 1aTy
TBOETO POXKJACHHUS U JPYr'yl0 JUYHYI0 MHGOpMaLuio. 3MOYMBIIIIEHHUKH MOTYT HCIOJIb30BaTh
nake HH(GOPMAILIMIO O TOM, KaK Thl U TBOU POJUTENN IUIAHUPYETE POBECTH KaHUKYJIBI,

3. 3amumiail cBoro pemnyTaluIo - Iep:KHU €€ B YACTOTE M 3aaBaii ceOe BOIMpPOC: XOTel Obl
Thl, 4TOOBI Jpyrue MoJIb30BaTeIN BUIEIH, YTO Thl 3arpyxaems? [logymail, mpexe yemM 4To-To
OIyOJIMKOBAaTh, HAIIUCATh U 3aTPYy3UTh;

4. Ecnu Tl TOBOPHIID C JIIOJbMH, KOTOPHIX HE 3HAEIIb, HE UCIOJIb3YH CBOE PEATHHOE
UMS U JPYTyIo JUUHYI0 HHGOPMAIMU: UMSI, MECTO JKUTEJIbCTBA, MECTO y4eObl U Ipouee;

5. Usberaii pasmemenus portorpaduii B UHTEpHETE, TIE TH H300pa)KEH Ha MECTHOCTH,
10 KOTOPO MOXHO OIIPEJETUTh TBOE MECTOIIOJIOKEHHE;

6. Ipu perucTpannu B COMATLHOM CETH HEOOXOMMMO MCTIONIB30BATh CIIOKHBIE TIAPOJIH,
cocTosiye u3 OykB ¥ M(pP U ¢ KOJIUUECTBOM 3HAKOB HE MeHee 8;

7. Jlns cOUMAILHOM CETH, MOYTHI U JAPYTUX CAWTOB HEOOXOIMMO HMCIOJIB30BATh PasHbIE
naposid. Torga ecnu Te0s B3JIOMAKOT, TO 3JIOYMBIIIICHHUKH MOJY4aT AOCTYI TOJBKO K OJTHOMY
MECTY, a HE BO BCE CPa3sy.

DNEeKTPOHHBIE JEHBIH

OJNEeKTPOHHBIE JEHbI'M - 3TO OYEeHb yJOOHBIN CIOCOO MiIaTexeil, 0JHAaKO CYLIECTBYIOT
MOILEHHUKH, KOTOPbIE XOTAT MOJYIUTh ITU JEHBIH.

DJNEeKTPOHHBIE JEHBI'M MOSBHIMCH COBCEM HEJAaBHO M MMEHHO M3-3a 3TOTO0 BO MHOTHX
rocyJapcTBax /10 CHX IOp He MPOIUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (yHKIMOHHMPYIOT M O HHMX YK€ NpPOINHUCAHO B 3aKOHE, I'Jle UX
pasfensaloT Ha HECKOJBKO BHUIOB - AHOHUMHBIE M HE AHOHUMMHBIE. PasHuna B TOM, 4YTO
aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaercs MPOBOAUTH OIepauuu 0e3 HICHTU(UKALUH
M10JIb30BATENs, @ B HEAHOHUMHBIX UAEHTHU(UKALNSA [10JIb30BATENS SIBJISETCS 003aTeNbHOI.

Taxoke cnenyer pa3inuuaTh 3JEKTPOHHbIE (UATHBbIE AEHBI'M (PaBHBI rOCYIapCTBEHHBIM
BAJIOTaM) U 3JIEKTPOHHBIE He(hUaTHbBIE ICHBIU (HE PaBHBI TOCYIaPCTBEHHBIM BAIIOTaM ).

OcHOBHBIE COBETHI IO 6€3011acHO padoTe C ANEKTPOHHBIMU JICHbIaMU:

1. IpuBsoku K cueTy MOOMIBHBIN TesnedoH. DTO camMblil YIOOHBIM M OBICTPBINA CIIOCOO
BOCCTaHOBHUTH JIOCTYNl K cuery. IIpuBs3aHHbIil TenedoH NHOMOXKET, eciu 3alylenib CBOM
IJIATEKHBIN TapoJIb MU 3alEIb Ha CAT ¢ HE3HAKOMOI'O yCTPOMCTBA;

2. Ucnonw3yii ogHopas3oBble mapoiu. llocne mepexoga Ha YCHIIGHHYIO aBTOPU3ALUIO
TeOe yxe He OylleT yrposkaTh OMAaCHOCTh KPa)ky MJIU MepexBaTa IIaTeXHOTo MapoJis;



3. BeiGepu cnoxublii maponb. IlpectynmHukam OyaeT HE HPOCTO yrajaTh CIOXKHBIN
naposib. HanesxxHble mapoiu - 3To mapojiy, KOTOpbIe COAepKaT He MeHee § 3HAKOB M BKITIOYAIOT B
ce0si cTpOYHbIE U MPOMHUCHBIE OyKBBI, IU(PHI U HECKOJIBKO CUMBOJIOB, TAaKME KaK 3HAK JI0JUIapa,
¢byHTa, BOCKIMIATEIBHBIM 3HaK U T.11. Hapumep, $tRONQ!;;

4. He BBO/AM CBOM JIMYHBIC JAaHHBIC HA CaliTaX, KOTOPHIM HE OBEPSCIIb.

DNeKTpOHHAs MoYTa

DJNEeKTpOHHAs MOYTA - 3TO TEXHOJIOTUS U MPEJOCTABIISIEMbIE €10 YCIIYTH IO TEePECHUIKE U
MOJIydCHUIO DJIEKTPOHHBIX COOOIICHUH, KOTOPBIE paCIpeNeNaioTCs B KOMIBIOTEPHOW CETH.
OO0bIuHO QJIEKTPOHHBI  TOYTOBBIA  SANIMK  BBITVIIAUT  CIEAYIOIIUM oOpazom:
UMS_TIOJIb30BATENA(@UMs_foMeHa. Takke KpomMe TmepeAaadyd MpOCTOTO TEKCTa, HMEeTcs
BO3MOJKHOCTH TIepeiaBaTh (aiiibl.

OcHOBHBIE COBETHI 110 0€301MacHON padboTe ¢ AMEKTPOHHOM MOYTOM:

1. Hano BBIGpaTh NpaBHIIBHBIN HOYTOBHINA CEPBUC. B MHTEPHETE €CTh OTPOMHBIN BHIGOD
OecIIaTHBIX MMOYTOBBIX CEPBHCOB, OJJHAKO JIy4Ille JOBEPSATh TEM, KOIO 3Haellb U KTO MEPBbI B
pEUTHHrE;

2. He ykaswiBall B JIM4HOI 104Te JM4Hyl0 MH(OpManuioo. Hanpumep, ydnre BHIOpaTh
«MY3bIKaNbHBIN _(panat@» unu «pok2013» BmMecTo «remal3y;

3. Hcnons3yit ABYXATamHYK aBTOPHU3ALMI0. DTO KOrJa MOMHUMO Tapojs HYXKHO
BBOJIUTH KOJI, IPUCHLIaeMbIid 1o SMS;

4, BriGepu crnoxsbIit mapodb. [ KaXXa0oro MoYTOBOTO SIIIUKA JOJDKEH OBITh CBOM
HAaJICKHBIM, YCTOMYMBBINA K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOKHOCTH HAIMCATh CAMOMY CBOIl JIMUHBII BOIPOC, UCHONB3Yi ATy
BO3MO>KHOCTb;

6. Ucnonb3yil HECKOJNBKO IOYTOBBIX SIIMKOB. IIepBBHIA IS YaCTHOW MEPENHCKU C
aJgpecaTaMy, KOTOPBIM Thl JOBEpsClIb. JTO 3JEKTPOHHBIM aJpec HE HAJ0 MCHOJb30BaThb IPHU
peructpanuu Ha GopyMax u carax;

7. He oTkpeIBaii (haiiiel M Apyrve BJIOKEHHWS B NMUChMaX, JAKE €CIM OHHM NPHUILUIM OT
TBOMX Apy3ei. Jlydre yrouHu y HUX, OTIPABIISIIN JIW OHU TeOe ATH (haibl,

8. Ilocne okoHuyaHmst pabOTHI HAa MOYTOBOM CEPBHCE MEPEN 3aKPHITHEM BKIAIKH C
caiToM He 3a0y/Ib Ha)KaTh Ha «BBIATHY.

KuGepOymauHr niu BUpTyanbHOE U3I€BATEIbCTBO

KubepOymnuar - mpecinegoBaHue COOOIICHUSMHU, COACPXKAIIUMHU  OCKOPOJICHUS,
arpeccHio, 3alyruBaHue; XyJIUTaHCTBO; COLMAIbHOE OOMKOTHPOBAHHE C MOMOIIBIO Pa3IMUHBIX
WHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 110 00pHOE ¢ KHOEPOYILTUHTOM:

1. He 6pocaiica B 60ii. Jlydmmii coco6: NOCOBETOBATHC Kak ceOsl BECTH M, €CIIM HET
TOTO, K KOMY MOHO OOpaTUTbCs, TO BHayalleé YCIOKOUThCSA. Eciu Thl HauHemb OTBeYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHMS, TO TOJIBKO eIlle OOJbIIe Pa30kiKellb KOH(DIUKT;

2. Yupasnsii cBoeii kubeppenyranuei;

3. AHoHMMHOCTE B ceTd MHuMas. CyIIECTBYIOT CHOCOOBI BBIICHUTH, KTO CTOMT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTout BeCTH XyIMIaHCKMI 00pa3 BUPTYalbHOM XU3HH. IHTEpHET (UKCUPYET BCE
TBOM JICUCTBUS U COXpaHSAET UX. Y IaJIUTh X OyAeT KpaliHe 3aTPpyAHUTEIHHO;

5. CoObno/aii CBOI0 BUPTYAIBHYIO YECTH CMOJIOJLY;

6. Urnopupyii emuuuuHblii HeratuB. OJHOPa30BbIE OCKOPOUTENbHBIE COOOIIECHHUS
Ty4iie urTHopupoBaTh. OOBIYHO arpeccus MpeKpanaeTcsl Ha Ha4albHOM CTauH;

7. Ban arpeccopa. B mporpammax 06MeHa MTHOBEHHBIMH COOOIIEHUAMH, B COLUAIBHBIX
CeTSAX €CTh BO3MOXHOCTb OJIOKUPOBKHU OTIPABKU COOOLICHUI C ONPEAETICHHBIX aJIpeCcoOB;

8. Eciu  Tel cBuierens KuOepOyanuHra. TBOM JeHCTBHS: BBICTYIHTh IIPOTUB
MpecieioBaress, MoKa3aTh €My, YTO €ro JACWCTBUS OIICHUBAIOTCS HEraTHBHO, MOJACPKATh
KEpPTBY, KOTOPOH HYXKHa IICUXOJOTHYECKasi MOMOIb, COOOLIUTH B3pOCIbIM O (akre
arpecCUBHOIO MOBEACHUS B CETH.



MooOunbHbIH TenedoH

CoBpemennble cMapTQOHBI W TUIAHIIETHI COACpXKAT B ceOC BIIOJIHE B3POCIBIMA
(YHKIIMOHAN, W TEleph OHH MOTYT KOHKYPHPOBAaTh CO CTallMOHAPHBIMH KOMITBIOTEPAMHU.
OpnHako, CpeACTB 3AIUTHI sl HOJOOHBIX YCTPOMCTB MOKa OYEeHb Majio. TecTupoBaHUE U MOUCK
YS3BUMOCTEN B HHUX IPOMCXOJUT HE TaK MHTEHCUBHO, Kak g EIK, 1o xe camoe kacaercs u
MOOHIIEHBIX TPUIIOKEHUM.

CoBpeMeHHbIE MOOUIIbHBIE Opay3ephl YK€ MPAaKTHUYECKU JOTHAJIN HACTOJIbHBIE aHAJIOTH,
OJIHAKO pacmmpeHue (QyHKIIMOHANA BJIEYET 3a COOOW OOJIBIIYI0 CIIOKHOCTh M MEHBIIYIO
3aLUIIEHHOCTb.

Jlaneko He BCe MPOU3BOJUTENN BBIMYCKAOT OOHOBJICHMSI, 3aKPHIBAIOLINE KPUTUUYECKUE
YSI3BUMOCTH JJIsl CBOMX YCTPOUCTB.

OcHOBHBIE COBETHI JyIsi 0€301MaCHOCTH MOOMIIBHOTO TesedoHa:

Huuero He sBnsieTcs mo-HacrosimeMy OecruiaTHbIM. Bynb octopokeH, Belb Koraa tebe
npeiaraiT OecryiaTHbI KOHTEHT, B HEM MOT'YT ObITh CKPBIThI KaKKe- TO IJIaTHBIE YCIYTH;

Hymaii, npexae yeM otnpaBuTh SMS, ¢oto mnm Bujaeo. Thl TOYHO 3HAENIb, I/I€ OHU
OyayT B KOHEYHOM HTOre?

Heo06xo1mMo 0OHOBIIATE ONEpPalMOHHYIO CUCTEMY TBOETro cMapThoHa;

Wcnonb3yit aHTUBUPYCHBIE POTPAMMBI J11 MOOWIIBHBIX TE€IEPOHOB;

He 3arpyxaii npuioxeHusi OT HEU3BECTHOTO MCTOYHMKA, BE/lb OHU MOTYT COJIEP)KaTh
BpPEJOHOCHOE IPOrpaMMHOE 00eCIeUeHUE;

[Tocne Toro Kak Tl BHIMACIIH C CaiTa, T BBOAWI JIMYHYIO WH(POPMAIHIO, 3aiiAH B
HACTPOWKH Opay3epa u yaanu COOKIes;

[leproauuecku nMpoBepsii, Kakue TUIaTHbIE YCIYry aKTUBUPOBAHBI HA TBOEM HOMEpE;

JlaBaii cBoit HOMep MOOUIIBHOTO TenedoHa TOJIBKO JIIOJSIM, KOTOPBIX Thl 3HACIIb U KOMY
JOBEPSECIIb;

Bluetooth momkeH ObITH BBIKITIOYEH, KOT/Ia Thl UM HE TOJIb3yemibesi. He 3a0piBaii mHOT A
MIPOBEPSATH ATO.

Online urpsr

CoBpeMeHHbIE OHJIAWH-UTPBl - 3TO KpPAcOuyHble, 3aXBaThIBAIOIIME pa3BJICUCHMUS,
00BeAMHSIONINE COTHU ThICAY YENIOBEK M0 BceMy Mupy. Urpoku vcciaeayroT JaHHBIA UM MUD,
o0wIatoTCs APYT € APYroM, BHIOJIHSIOT 33JaHUS, CPAXKAIOTCS ¢ MOHCTPAMH U MOJYyYarOT OTIBIT.
3a ylOBOJILCTBHE OHM IUIATAT: MOKYMAIOT JUCK, OIUIAYMBAIOT a0OHEMEHT WM MPUOOpEeTaroT
KaKHe-TO OIIUH.

Bce atu cpenctBa uMayT Ha moJJep)KaHME W pa3BUTHE UIPhL, a TakXKe Ha camy
0€30MaCHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbl AaBTOpPHU3allMH, BBIMTYCKAIOTCSI HOBBIE MaT4d
(uudpoBkle 3amIaTKy AJIs IPOrpaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mopo6HBIX Urpax CTOUT omacaTtbcs HE CTOJBKO CBOMX CONEPHUKOB, CKOJBKO Kpaxu
TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3aLUU OOJIBIIIUHCTBA UTP.

OcHOBHBIE COBETHI 110 6€30MaCHOCTH TBOETO UTPOBOTO aKKAyHTA!

1. Ecam apyroii urpox Benet cebs II0X0 WM CO3aaeT Tehe HENPUATHOCTH, 3a0I0KUpYi
€ro B CIIMCKE UTPOKOB;

2. Tloxanmyilicsi aJMMHHCTPAaTOpaM WIPhl Ha IUIOXOE MOBEJIEHHE OSTOr0 MIPOKA,
JKeJIaTeIbHO IPUIIOKUTD KaKUE-TO JOKA3aTeIbCTBA B BUJE CKPUHOB;

3. He ykasbiBaii muuHyr0 HHGOPMAIHKIO B podaiize Urpsl;

4. Veaxaii Ipyrux y4acTHUKOB IO UTPE;

5. He ycrananuBail HeopUIMAIBHBIE TATYN U MOJIBI;

6. Mcmonb3yii CI0XKHBIE M Pa3HBIE TIAPOJIH;

1. Jlaxxe BO BpeMs UI'pbl HE CTOUT OTKJIIOYaTh aHTUBUpPYC. Iloka Tl urpaeis, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

@OUIIMHT WU KPayKa JINYHBIX TAaHHBIX

OObIUHOM Kpakell JeHer W JOKYMEHTOB CErOJHsS yXe HHUKOTO HEe YIUBHIb, HO C
Pa3BUTUEM HMHTEPHET-TEXHOJIOTMM 3JIOYMBIIUICHHUKU IIEPEMECTHIINCh B  HMHTEPHET, U
MPOJIOJDKAIOT 3aHUMATHCS «JTIOOMMBIMY JAETIOM.



Tak mosiBUIach HOBasi yrpo3a: MHTEPHET-MOUICHHUYECTBA WIM (DUIIUHT, TJIaBHAs IENb
KOTOPOTO COCTOUT B TIOJyYE€HHHM KOH(UACHIMATBHBIX JAHHBIX MOJIb30BAaTEJCH - JIOTHHOB W
naposieii. Ha anrnuiickom s3pike phishing unraercs kak ¢ummuar (ot fishing - peiOHas n0BIS,
password - mapoJib).

OcCHOBHBIE COBETHI 10 OOPHOE C HPUIINHTOM:

1. Cnemu 3a cBomM akkayHTOM. ECam THI MOMO3peBaclib, YTO TBOS aHKETa ObLIa
B3JIOMaHa, TO HEOOXOMMO 3a0JIOKUPOBATH €€ U COOOITUTh aJJMUHUCTpATOpaM pecypca 00 3ToM
KaK MOXKHO CKOpee;

2. Ucnionb3yii 6e3onacHble BeO-CalThl, B TOM YHCIIE, HHTEPHET-Mara3uHOB M IOUCKOBBIX
CHCTEM;

3. Ucnonb3yii CI0XKHBIE M PasHble MaposM. TakuMm 06pa3oM, eciid TeOs B3JIOMAKoOT, TO
37IOYMBIIIJICHHUKH TOJYYaT AOCTYI TOJBKO K OJJHOMY TBOEMY MPOQHIIIO B CETH, a HE KO BCEM;

4. Ecnu TeGs B3NOMaau, TO HEOOXOAMMO HPENYNPENUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE J0OABJICHBI y TEOS B JPY3bsiX, O TOM, YTO TeOs B3JIOMAald U, BO3MOXXHO, OT TBOETO
UMEHH OYy/IeT pacChUIAThCS CIIaM U CCHUIKU Ha (PUITMHTOBEIE CAMTHI;

5. Ycranosu Hagexusii mapons (PIN) Ha MOOGUIBHEIA TenedoH:;

6. Otkiroun coxpanenue napoJs B Gpaysepe;

7. He oTkpbiBail (aiiibl M Ipyrve BIOKEHHS B MHCbMaX, JaXe €CIM OHU MPULLIA OT
TBOUX Jipy3ei. Jlydie yToUHH y HUX, OTHPABIISIIA JIU OHU TeOe 3TU (ailiibl.

Hudposas pemyramms

Hudposas pemyrauus - 3TO HeraTWBHAsI WJIM MO3UTHBHAs MH(pOpMalus B ceTH O Tele.
Kommnpomerupytomast unpopmaius, pa3MelieHHas B HUHTEPHETE, MOXKET CEephe3HbIM 00pa3oM
OTpa3uThCs Ha TBOEH peasibHOM ku3HU. «lludpoBas pemyranus» - 3TO TBOW MUMHUJIK, KOTOPBII
dbopmupyetcs u3 nHpopmaiuu o Tebe B UHTEPHETE.

TBoe MecTo KUTENbCTBA, Yy4eObl, TBOE€ (PMHAHCOBOE TIOJIO)KEHHE, OCOOCHHOCTH
XapakTepa M pacckasbl O OJM3KUX - BCE 3TO HAKAIJIUBACTCS B CETH.

MHorue noJpoCTKH JIETKOMBICIIEHHO OTHOCATCS K MyOJIMKalUU JIMYHON HH(pOpMAIUK B
WHTepHeTe, HE TOHMMas BO3MOXHBIX NMOCIEACTBUM. Thl gake HE CMOXKELIb JIOTAaNaThCs O TOM,
yTo poTorpadus, pasmMenieHHas S JeT Ha3al, cTaja IPUIMHON OTKa3a MPUHATH T€Os Ha paboTy.

KommenTtapun, pasmemenue TBoux ¢GoTtorpaduii W aApyrue ACUCTBUS MOTYT HE
UCYE3HYTh JaXke I0CIE€ TOro, Kak Thl MX yAaaulib. [bl He 3Haelmb, KTO COXPaHUI 3Ty
uH(OpMallKIo, NoMaja JIM OHA B IOMCKOBBIE CUCTEMbl MU COXPAaHMIIACh JIM OHA, a IJaBHOE: 4TO
MOyMAIOT O TeOe OKPY)KAOLIUe JIIOIU, KOTOpble HalIyT U yBuAAT 3T0. Haiitn mupopmanuro
MHOTO JIET CIyCTS CMOXET JII00OH - Kak U3 JOOphIX NOOYXKAEHWH, Tak M C HaMepeHHeM
IPUYMHUTB Bpe. DTO MOXKET ObITh KTO YTOJIHO.

OcHOBHBIE COBETHI 110 3aIUTe HU(POBOM penyTanuu:

1. Moxaymait, mpexae 4eM 4TO-TO IMyONMKOBATH W TIEpenaBath y ceOs B OIOTe WM B
COLIMAJIBHON CETH;

2. B nactpoiikax mpoQuis yCTaHOBH OTPaHMYEHHs Ha TIPOCMOTP TBOETO MPOMHIIS U €T0
COJZIEP’KUMOT0, CIIENIal €r0 TOJBKO «UI IPY3en»;

3. He pasmemaii 1 He yKa3biBaii HHPOPMAIHIO, KOTOpas MOXKET KOTO-IMOO OCKOPOIATH
WJIH OOMKATb.

ABTOpPCKOE IIPaBO

CoBpeMeHHbIE IIKOJBHUKM - AaKTHBHBIE IOJb30BATENM IM(PPOBOr0 IMPOCTPAHCTBA.
OnHako Jajeko He BCE 3HAIOT, YTO MOJIb30BAHHWE MHOTMMHU BO3MOKHOCTSIMHU IIM(POBOrO MHUpa
TpeOyeT coOIII0IeHNs TPAaB HAa MHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTD.

TepMuH «uHTEIEKTyalbHass COOCTBEHHOCTb» OTHOCHUTCSI K DPAa3JIMYHBIM TBOPEHUSIM
YeJI0OBEYECKOro yMa, HauMHasi ¢ HOBBIX M300peTeHU M 3HAKOB, 0003HAUYAIOIIUX COOCTBEHHOCTD
Ha TMpPOAYKTHl M YCIyIdM, W 3aKaHuuMBas KHUTaMH, (oTorpadusimu, KUHOPWIBMaMH U
MY3bIKQJIbHBIMU IIPOU3BEIEHUSAMU.

ABTOpCKHE IpaBa - 3TO MpaBa HA UHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha NMPOMU3BEACHUS
HayKH, JINTEpaTypbl 1 UCKYCCTBA. ABTOPCKHE IpaBa BHICTYNAIOT B KAYECTBE IapaHTHU TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TPyA aBTOpa HE OyJeT HalpacHbIM, JAaCT €My CIpaBeIMBbIE



BO3MOJKHOCTH 3apaboTaTh Ha pe3ylbTaTaxX CBOETO TPyJa, MOJYYUTh U3BECTHOCTh U MPU3HAHUE.
Hukro 6e3 pa3perieHus aBTopa He MOKET BOCIIPOU3BOAUTE €TI0 MPOU3BEICHUE, PACTIPOCTPAHSAT,
nyOJIMYHO JEMOHCTPHPOBATh, IMPOJAaBaTh, HUMIIOPTUPOBATh, IyCKaTh B IPOKAT, IYOIUYHO
UCTIOJHATD, TIOKa3bIBAaTh/UCHIOIHATH B dHpe WK pa3memath B UHTepHeTe.

Hcnonb30BaHNe «ITHUPATCKOTO» MPOTPAMMHOTO 00ECTICUeHUST MOXKET MPUBECTH K MHOTUM
pUCKaM: OT HOTEpPU JAHHBIX K TBOMM AaKKayHTaM J0 OJIOKHPOBKM TBOErO YCTPOMCTBA, IZe
yCTaHOBJICHA HeJleralibHas mporpamMma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JeTalbHbIC
u OecriIaTHbIE IPOTPaMMBbl, KOTOPbIE MOKHO HAMTH B CETH.

O noprane

CereBn4ok.pp - TBOW TJABHBIM COBETYMK B CETH. 3/IeCh Thl MOXENIb Y3HaTh O
6C3OHaCHOCTI/I B CCTU INOHATHBIM MU JOCTYIIHBIM $3BIKOM, a IIPXM BO3HUKHOBCHUU KpHTI/IHGCKOﬁ
CUTyalluH 06paTI/ITI)C$I 32 COBETOM. A Takxe INPUHATL Yy4aCTUC B KOHKYpCax M CTaTb CaMbIM
IU(GPOBBIM TPAKTAHHHOM !



